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1. Introduction

 When you receive a signed document,  you may need to validate its signature to verify the
signer  and  the  signed  content.  Depending  on  how  you  have  configured  your  application,
validation may occur automatically. Signature validity is determined by checking the authenticity
of the signature’s digital ID certificate status and document integrity.

Authenticity verification confirms that the signer's certificate or its parent certificates exist in the
validating   list of trusted identities. It also confirms whether the signing certificate is valid based
on the user's Acrobat or Reader configuration.

Document integrity verification confirms whether the signed content changed after it was signed.
If content changes document integrity verification confirms whether the content changed in a
manner permitted by the signer.

This document will guide how to validate the signature in the digitally signed RC. Dealer should
refer below screens to validate the Signature.

Also after right clicking the document, validate signature should come. Else please save the
document  and  open  the  same again  in  folder.  Then  validate  signature  will  come and  can
validate using below steps.
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2. Validating the signature: For department/Dealer:

If dealer download the RC from Portal, the signature of Signing Authority will be as shown in the
below figure for the first time users.

Figure 1 : Authority Signature
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3. To validate the signature follow the below procedure

1. Step 1- Right click on the signature and select “Validate Signature” option.

Figure 2 : Validate Signature

2. Step 2- After selecting the Validate Signature option a pop up will appear stating 
Signature Properties. Then click Signature Properties for further proceedings.

Figure 3 : Signature Validation status
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3. Step 3-Once the Signature properties are clicked another pop up will appear, in which 
click “Show Signer’s Certificate”.

Figure 4 : Signature properties

4. Step 4- After selecting the above option a new dialog box will appear which allows you to
view the details of a certificate .Once the dialog box opens go to “Trust” tab.

Figure 5 : Signer’s Certificate
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5. Step 5- Next click on “Add to Trusted Certificates”.

Figure 6 : Trust Settings

6. Step 6- After adding the certificate to the Trusted Certificate click on the OK button from 
the pop up appeared on screen.

Figure 7 : Security Screen Pop up
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7. Step 7- Once the adding process is completed tick the box stating that ‘Use this 
certificate as a trusted root’ and then click the Ok button.

Figure 8 : Certificate Details

8. Step 8- After all the above process is being completed finally click “Validate Signature” 
and close.

Figure 9 : Validating Signature
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9. After the Validate Signature option is selected there a green tick mark will be shown. The
Green tick mark as shown in the below figure should be there indicating that the digital 
signature is valid.

Figure 10 : The Green tick mark indicating the digital signature is valid
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4. Conclusion

In this document we demonstrated how to validate signature. Signature should be validated for
the first time in each system where the user downloads the documents. If once the signature is
validated in a system for the subsequent downloads of document the signature will be validated
automatically.
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