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1. Introduction

When you receive a signed document, you may need to validate its signature to verify the
signer and the signed content. Depending on how you have configured your application,
validation may occur automatically. Signature validity is determined by checking the authenticity
of the signature’s digital ID certificate status and document integrity.

Authenticity verification confirms that the signer's certificate or its parent certificates exist in the
validating list of trusted identities. It also confirms whether the signing certificate is valid based
on the user's Acrobat or Reader configuration.

Document integrity verification confirms whether the signed content changed after it was signed.
If content changes document integrity verification confirms whether the content changed in a
manner permitted by the signer.

This document will guide how to validate the signature in the digitally signed RC. Dealer should
refer below screens to validate the Signature.

Also after right clicking the document, validate signature should come. Else please save the
document and open the same again in folder. Then validate signature will come and can
validate using below steps.
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2. Validating the signature: For department/Dealer:

If dealer download the RC from Portal, the signature of Signing Authority will be as shown in the
below figure for the first time users.

il ptleast one signsture has problems. 4 Signature Panel

Date: 03/09/2015
Place: CHENNAI
E-Mail: tnvatuser1@ctd tn gov.in Designation: Assistant Commissioner(Circle)

N.S.C. BOSE ROAD (C) Assessment Circle

This is a computer generated document, which is legally valid as per Section 79-A of the Tamil Nadu VAT Act, 2006,read in consonance
with Section 4 and Section 5 of the Infermation Technology Act, 2008.

m

Figure 1 : Authority Signature
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3. Tovalidate the signature follow the below procedure

1. Step 1- Right click on the signature and select “Validate Signature” option.

7] At east one signature has problems. 4 signature Panel

Date: 03/09/2015 bD; . ! L GlearSgnatre
Place: CHENNAI Namesg 1 alod)

:112:03:29 18

E-Mail: tnvatuserl@ectd.tn.gov.in Designation: ~Ag| Show Signature Properties...

N.S.C. BOSE ROAD (C) Assessment Circle

View Signed Version

m

This is a computer generated document, which is legally valid as per Section 79-A of the Tamil Nadu VAT Act, 2006,read in consonance
with Section 4 and Section 5 of the Information Technology Act, 2008.

Figure 2 : Validate Signature

2. Step 2- After selecting the Validate Signature option a pop up will appear stating
Signature Properties. Then click Signature Properties for further proceedings.

&7l At east one signature has problems. ] signature Panel

Signature Validation Status

[&]  Signature validity is UNKNOWN,
7Y _The Document has not been modified since this signature was applied.
- The signer's identity is unknown because it has nof been included in your list of
trusted certificates and none of its parent certificates are trusted certificates.

[ signature Propeties... | | cClose

Date: 03/09/2015
Place: CHENNAI
E-Mail: tnvatuser1@ectd.tn.gov.in Desighiatioi: " As3istEiit Commissioner(Circle)

N.S.C. BOSE ROAD (C) Assessment Circle

This is a computer generated document, which is legally valid as per Section 79-A of the Tamil Nadu VAT Act, 2006.read in consonance
with Section 4 and Section § of the Information Technology Act, 2008.

n,

Verifying all signatures

Figure 3 : Signature Validation status

TATA CONSULTANCY SERVICES

www.tcs.com



Tata Consultancy Services

Tamil Nadu VAT Implementation — User Guide — Validating Signature

3. Step 3-Once the Signature properties are clicked another pop up will appear, in which

click “Show Signer’s Certificate”.

7l at least one signature has problems.

4. Step 4- After selecting the above option a new dialog box will appear which allows you to

Date: 03/09/2015
Place: CHENNAI
E-Mail: tnvatuser1@ctd.tn.gov.

Signature Properties

(44 signature Panel

Signature validity is UNKNOWN.
&
= Signing Time: 2015/09/14 12:03:29 +05'30°

Validity Summary

The Document has not been madified since this signature was applied.

The certifier has specified that Form Fill-in, Signing and Commenting are

allowed for this document, Mo other changes are permitted.

The signer's identity is unknewn because it has not been included in your list of
trusted certificates and none of its parent certificates are trusted certificates,

Signing time is from the clock on the signer's computer.
Signature was validated as of the signing time:
2015/09/1412:03:29 +05'30°

Signer Info
Path validation checks were successful.

Revocation checking was not performed.

Advanced Propertics... Validate Signature

This is a computer generated document, which is legally valid as per Section 79-A of the Tamil Nadu VAT Act, 2006,read in consonance
with Section 4 and Section 5 of the Information Technelogy Act, 2008.

Figure 4 : Signature properties

nt Circle

view the details of a certificate .Once the dialog box opens go to “Trust” tab.

File Edit View Window Help

Do B ZFeEe=|®

el pt least one signature has problems.

Date: 03/09/2015
Place: CHENNAI
E-Mail: tnvatuser1@ctd.tn

This is a computer generated d
with Section 4 and Section 5 of the Info

This dialog allows you to view the details of a certificate and its entire issuance chain. The details
correspond to the selected entry. Multiple issuance chains arc being displayed because none of the

chains were issued by a trust anchor.

Show all certification paths found

o

testtest test <test@e-mu | Summary | Details | Revocation | Trust | Policies | Legal Notice

Personal

Valid from:  2014/03/26 11:15:25 +05'30"
Valid to: ~ 2016/03/26 11:15:25 +05'30°

5] test test test <test@e-mudhra.com>

Issued by:  e-Mudhra Sub CA for Class 2 Individual 2014

eMudhra Consumer Services Limited

e b

Intended usage: | pigital Signature, Non-Repudistion, Email
Protection, Client Authentication

'a The selected certificate path is valid.

The path validation checks were done as of the signing time:

2015/09/14 12:03:29 +05'30"

Figure 5 : Signer’s Certificate

*®

4] signature Panel

Tools | Fill &Sign |
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5. Step 5- Next click on

“Add to Trusted Certificates”.

Do | HEZ@ LS|

i

7] At east one signature has problems.

chains were issued by a trust anchor.

Show all certification paths found

Date: 03/09/2015
Place: CHENNAI
E-Mail: tnvatuseri@ctd.tnf| <L C

This is a computer generated document]
with Section 4 and Section 5§ of the Infor))|

This dialog allows you to view the details of a certificate and its entire issuance chain. The details
correspond to the selected entry. Multiple issuance chains are being displayed because none of the

test test test <test@e-mu

Summary | Details | Revocation | Trust | Policies | Legal Notice

This certificate is not trusted.

Trust Settings

3 Sign documents or data
3 Certify documents

#  Execute dynamic content that is embedded in a
certified document

a certified document

3 Perform privileged system operations (networking,
printing, file access, etc)

Add to Trusted Certificates...

3 Execute high privilege JavaScripts that are embedded in

) The selected certificate path is valid.

The path validation checks were done as of the signing time:

2015/09/14 12:03:29 +05'30"

Figure 6 : Trust Settings

(4 signature Panel

Tools Comment

Fill & Sign

ircle

ance

6. Step 6- After adding the certificate to the Trusted Certificate click on the OK button from
the pop up appeared on screen.

File Edit View Window Help
Do | KB FeE 6= ®

1 At lesst one signsture has problems.

Date: 03/09/2015
Place: CHENNAI
E-Mail: tnvatuser!@ectd.tn.;

This is a computer generated document
with Section 4 and Section 5 of the Infon

This dialog allows you to view the details of a certificate and its entire issuance chain. The details
correspond to the selected entry. Multiple issuance chains are being displayed because none of the
chains were issued by a trust anchor.

Show all certification paths found

test test test <test@e-mu | Summary | Details | Revocation | Trust | Policies | Legal Notice

This certificate is not trusted.

Trust Settings

. [

¥ you change the trust settings, you will need to revalidate any signatures to see
the change.

Acrobat Security

i 1N

Trusting certificates directly from a document is usually unwise. Are you sure
you want ta do this?

Add to Trusted Certificates...

() —— v

@ The selected certificate path is valid.

The path validation checks were done as of the signing time:

2015/09/1412:03:29 +05'30

Figure 7 : Security Screen Pop up

%

144 Signature Panel

Tools | Fill &Sign | Comment

ircle

ance
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7. Step 7- Once the adding process is completed tick the box stating that ‘Use this
certificate as a trusted root’ and then click the Ok button.

I=

o | QT FSE S| @

4

8.

At least one signature has problems.

Date: 03/09/2015
Place: CHENNAI
E-Mail: tnvatuser1@ctd.tn.

This is a computer generated document
with Section 4 and Section 5 of the Infor

Certificate Details
Subject: test test test <test@e-mudhra.com>
Issuer:  e-Mudhra Sub CA for Class 2 Individual 2014

Usage: Digital Signature, Non-Repudiation

Expiration:  26/03/16 5:45:25 AM

Trust

A certificate used to sign a document must either be designated as a trust anchor or
chain up te a trust anchor in order for signature validation to succeed. Revocation
checking is not performed on or above a trust anchor.
Use this certificate as a trusted root
If signature validation succeeds, trust this certificate for:
Signed documents or data
[] Certified documents
Dynamic content
Embedded high privilege JavaScript

Privileged system operations (networking, printing, file access
etc.)

Figure 8 : Certificate Details

(42 signature Panel

Tools : Fill&Sign | Comment

ircle

Step 8- After all the above process is being completed finally click “Validate Signature”

and close.

% Signed and all signatures are valic.

Date: 03/09/2015

Place: CHENNAI

Signature Properties

(44 Signature Panel

£

Validity Summary

Signing Time: 2015/09/14 12:03:29 +05'30'

allowed for this document. No other changes are permitted
The document is signed by the current user.
Signing time is from the clock on the signer's computer.
Signature was validated as of the signing time:
2015/09/14 12:03:20 +05'30"

Signer Info

Path validation checks were successful.

trusted.

Show Signer's Certificate..

Signature is VALID, signed by test test test <test@e-mudhra.coms.

The Document has not been modified since this signature was applied.

The certifier has specified that Form Fill-in, Signing and Commenting are

Revocation checking is not performed for Certificates that you have directly

E-Mail: thvatuser] @ctd tn gov || | Advenced Propertes.. [ Validate Signature | |

Close

Figure 9 : Validating Signature

ng all signatures

This is a computer generated document, which is legally valid as per Section 79-A of the Tamil Nadu VAT Act, 2006.read in consonance
with Section 4 and Section 5 of the Information Technology Act, 2008.

nt Circle
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9. After the Validate Signature option is selected there a green tick mark will be shown. The

Green tick mark as shown in the below figure should be there indicating that the digital
signature is valid.

%) Signed and all signatures are valid.

144 Signature Panel

Date: 03/09/2015 Digitally

Da
Place: CHENNAI Namesq 159914 CIR
12:03:29 IST !
E-Mail: tnvatuser1@ctd tn gov.in Designation: Assist\oner(Clrcle)

N.S.C. BOSE ROAD (C) Assessment Circle

This is a computer generated document, which is legally valid as per Section 79-A of the Tamil Nadu VAT Act, 2006,read in consonance E
with Section 4 and Section 5 of the Information Technology Act, 2008.

Figure 10 : The Green tick mark indicating the digital signature is valid
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4. Conclusion

In this document we demonstrated how to validate signature. Signature should be validated for
the first time in each system where the user downloads the documents. If once the signature is
validated in a system for the subsequent downloads of document the signature will be validated
automatically.
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